
Homework 22, due October 27

(1) (Page 215, problem 8) Suppose you have a random 500-digit prime p. Some people
want to store passwords, written as numbers. If x is the password, then the number
2x (mod p) is stored in a file. When y is given as a password, the number 2y (mod p)
is compared with the entry for the user in the file. Suppose someone gains access to
the file. Why is it hard to deduce the passwords? If instead p is chosen to be a five
digit prime, why would the system not be secure?

(2) (Page 216, problem 11) In the ElGamal cryptosystem, Alice and Bob use p = 17 and
α = 3. Bob chooses his secret to be x = 6, so β = 15. Alice sends the ciphertext
(r, t) = (7, 6). Determine the plaintext m.

(3) Bob’s ElGamal public key is (p, α, β) =

(336362578443724754190512071579633760409200285967967, 3,

252172251173416638407402028835377804202962741957008).

Alice encrypts two messages M1 and M2 and sends Bob the two messages

(300060526760883339228268927407791971994302453075956,

261244234721469934210326421579364948518205266240435)

(300060526760883339228268927407791971994302453075956,

142640750926864723421582677535753106828788011147972)

Eve intercepts the messages and knows that the first message M1 is thisisatest. Find
M2.

1


