
Homework 16, due October 13

(1) Find a rational approximation p/q to α =
√
2 + e + π such that |α − p/q| < 10−14

and q < 1.5 · 107.
(2) A message, with corresponding ciphertext

c = 39933999971412113426321857456685051852979406193846594238107675474\

640124948439355405070815238826042276081011713257172953547546450013047\

116420236573561714197,

was encrypted with the public key

(n,e) = (7359490217539533484453218095586163974186958977423838805828005\

4677303127811125010639459930983002184507320932224006318815479009843600\

356468162022534261787861, 63801262709139775131538069554899152811242304\

5489885458408934082491728415514326044234606203325356953193732297565154\

67367310719924651030565218248294158326289).

Decrypt.
(3) (H̊astad’s broadcast attack with e = 3) Alice wants to send a message m to her

friends Bob, Carol, and David. Bob, Carol, and David have RSA public keys (n, e)
given by (nB, 3), (nC , 3), and (nD, 3), respectively, where nB, nC , nD are distinct (so
they have different public moduli but the same encryption exponent). Assume that

1 ≤ m < min(nB, nC , nD).

If Eve observes Alice sending ciphertexts cB ≡ m3 (mod nB), cC ≡ m3 (mod nC), cD ≡
m3 (mod nD) to Bob, Carol, and David, respectively, show that Eve can recover m
in the following manner.
(a) Show that, if any of nB, nC , nD have a factor in common, then Eve can recover

m by factoring.
(b) By part (a), we may assume nB, nC , nD are pairwise coprime. Show that Eve

can use the Chinese Remainder Theorem to find y (mod nBnCnD) with

y ≡ cB (mod nB), y ≡ cC (mod nC), y ≡ cD (mod nD).

(c) Show that Eve may actually take y = m3, so that Eve can recover m by taking
a cube root in the integers.
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